G UIDE

R\
UNIDO UNITED NATIONS
4 “\W INDUSTRIAL DEVELOPMENT ORGANIZATION

S R | r_{f Pl ki B
4 e

PRACTICAL

<



http://www.iso.org

Copyright protected document  1SO copyright office

All rights reserved. Unless otherwise ~ CP 401« Ch. de Blandonnet 8
specified, or required in the context of its ~ CH-1214 Vernier, Geneva
implementation, no part of this publication ~ Phone: +4122749 0111
may be reproduced or utilized otherwise ~ Fax:+4122749 09 47

in any form or by any means, electronic ~ Email: copyright@iso.org
or mechanical, including photocopying, ~ Website: www.iso.org

or posting on the internet or an intranet, ~ Published in Switzerland
without prior written permission. Permis-

sion can be requested from either ISO at

the address below or ISO’s member body

in the country of the requester.

© 1S0 2021

Views expressed in this publication are those of the author(s) and contributors and do not
necessarily reflect those of the International Organization for Standardization or United Nations
Industrial Development Organization. The designations employed and the presentation of material
do not imply the expression of any opinion whatsoever on the part of the International Organization
for Standardization or the United Nations Industrial Development Organization concerning the legal
status of any country, territory, city or area, or of its authorities; or concerning the delimitation of
its frontiers or boundaries; or its economic system or degree of development. Designations such

as “developed”, “industrialized” and “developing” are intended for statistical convenience and do
not necessarily express a judgment about the stage reached by a particular country or area in the
development process. Mention of names of firms and organizations and their websites, commercial
products, brand names, or licensed process does not imply endorsement by the International
Organization for Standardization or the United Nations Industrial Development Organization.



mailto:copyright%40iso.org?subject=
http://www.iso.org

Contents

Foreword
Preface
Introduction
1SO 31000 Guidance Handbook
1.

6.
Annex A
Example of gap analysis
Annex B
Example of risk categories
Bibliography
ISO documents

2. Leadership, commitment and responsibilities
3. Risk management framework
4.
5

. Effectiveness of the risk management program

Using the ISO 31000 risk management principles

Risk management process

Continual improvement

1"
1
13
25
39
57
61
66
66
68
68
71
7

1SO 31000:2018 | Risk management — a practical guide = 1



2 — IS0 31000:2018 | Risk management — a practical guide



Foreword

If risk is the combination of opportunities, threats and future uncertainty,
then risk management is an essential discipline for informed decision-making
within all organizations. Moreover, past years have borne witness to all forms
and scale of risk, across the spectrum of sizes and potential impacts; these
range from the challenges and opportunities seen in day-to-day manage-
ment, through to major events, such as logistic disruptions, political unrest,
large-scale data breaches, and unprecedented lockdowns triggered by global
pandemics. Each of these has resulted in an increased recognition and appre-
ciation of the absolute value of risk management.

All events, whether large or small, can have a strong effect on organizations,
businesses and the markets and economies in which they operate. Given the
present uncertainties, it is hardly surprising when organizations struggle to
identify and manage their risks. Managing risk effectively is how all organiza-
tions bring greater certainty into their planning and activities.

To serve this highly relevant need, ISO 31000:2018, Risk management — Guide-
lines, has been designed to assist organizations by providing guidance and
direction on how to integrate an effective decision-making framework into
their governance, leadership and culture. Organizations that manage risk
well not only survive but thrive.
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As a foundation standard on risk management, ISO 31000 explains the funda-
mental concepts and principles of risk management, describes a framework,
and outlines the processes of risk identification and management. ISO 31000
is supplemented by IEC 31010:2019, Risk management — Risk assessment tech-
niques and ISO 31073, Risk management — Vocabulary; these two ISO standards
contain valuable information and guidance on risk management techniques,
as well as the terms and definitions. To further assist organizations in imple-
menting risk management, we have now added ISO 31000:2018 — Risk manage-
ment — A practical guide, to the family of standards.

This handbook was written at the request of the ISO Technical Committee,
ISO/TC 262, Risk management, to provide an implementation guide to the Inter-
national Standard on risk management, ISO 31000. The aim of this handbook is
to assist organizations seeking guidance on how to integrate risk management
into their activities. The handbook therefore includes information on risk man-
agement principles, the framework, roles and responsibilities, planning, pro-
cesses, communication, monitoring and review, and continual improvement.
This handbook was written by experts from Working Group 6 under the ISO/TC262,
Risk management, for those who are either starting their risk management journey
or require additional guidance on how to improve their current, risk management
programme.

We hope this handbook, jointly published by the International Organization for
Standardization (ISO) and United Nations Industrial Development Organization
(UNIDO), will support your organization’s effort in creating and protecting value
to assist in realizing the multiple benefits offered by 1SO 31000.

-

N pa——

LiYong Sergio Mujica
Director General Secretary-General
UNIDO ISO
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Preface

This handbook aligns with ISO 31000:2018, Risk management — Guidelines.
Itis intended to guide organizations to implement and practice risk management.
For brevity, this handbook will refer to this International Standard as ISO 31000.
This handbook is consistent with the contents of ISO 31000; however, it does not
replicate the ISO 31000 structure. It is intended to guide organizations to imple-
ment and practice risk management.

Any feedback or questions regarding this document should be directed to the
user’s national standards organization.
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Introduction

Implementing effective risk management supports quality and success, and
potentially the good of society.
ISO 31000 defines risk as the effect of uncertainty on objectives. This can include
the organization’s purpose, vision, and values as well as the goals and targets
articulated at different levels in the organization. They can also include the factors
that are important to a particular decision.
The International Standard provides a common approach to managing any risk
and is not industry or sector specific. It provides guidance to assist organizations
in integrating an effective risk management program into all their activities and
functions.
This handbook expands and provides context to the clauses in ISO 31000. It pro-
vides advice regarding introducing and implementing risk management, including
how to create and protect value for stakeholders. The handbook demonstrates
how to:
» Use the principles of effective and efficient risk management in the way risk
is managed;
» Develop a plan for integrating risk into an organization’s
existing arrangements;
» Understand how organizational culture influences the design and
implementation of risk management;
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» Confirm that the need for effective risk management is
considered when changes affect the organization;

» Apply the risk management process to identify, analyse,
evaluate, and where required, to treat risk;

» Communicate and consult with stakeholders;

» Monitor and review the risk management plan and process; and

» Continually improve based on context and lessons learned.

As with IS0 31000, this handbook can be used to manage risk in all
types of organizations. It applies to an organization, and to its activi-
ties. It applies to organizations that are considering implementing
ISO 31000 or seeking improvement of existing risk management.
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Every organization faces risks that could impact its objec-
tives. Risk management is the practice of using processes,
methods and tools for managing these risks. Therefore,
organizations that have identified risks and committed
to the effective management of those risks will be better
prepared to deal with them.

This handbook has been developed to provide valuable
insight on how to implement ISO 31000 Risk management —
Guidelines and support an organization’s effort in creating
and protecting value.
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